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ABSTRACT

This article presents the design and implementation of a smart electronic lock system thatintegrates Internet of Things
(IoT) technologies, computer vision, and multifactor authentication to enhance residential security. The solution is
built upon a LilyGo ESP32-S3 microcontroller with an embedded camera and leverages a YOLOv5-based person
detection model for real-time monitoring. A mobile application, developed in Flutter and integrated with Firebase,
enables secure user interaction, remote access control, and real-time alerts. The system combines three authentication
factors:a keypad code, visual detection of authorized individuals, and mobile app verification. Experimental validation
with ten participants demonstrated an average detection accuracy of 96%, outperforming comparable systems. The
proposed approach stands out for its low cost, modularity, and high adaptability to smart home environments. This
research contributes to the development of accessible and robust security solutions using edge Al and distributed
architectures.

Keywords: computer vision; [oT security; mobile application; person detection; smart lock

RESUMEN

Este articulo presenta el disefio e implementacién de un sistema de cerradura electrénica inteligente que integra
tecnologias de Internet delas Cosas (IoT), visién por computadory autenticacién multifactor para mejorarla seguridad
residencial. La solucion se basaen un microcontrolador LilyGo ESP32-S3 con cAmaraincorporada y utiliza un modelo
de deteccion de personas basado en YOLOv5 para monitoreo en tiempo real. Se desarrollé una aplicacién mévil en
Flutter, integrada con Firebase, que permite la interaccion segura del usuario, el control remoto del acceso y el envio
de alertas en tiempo real. El sistema combina tres factores de autenticacion: ingreso de clave por teclado, deteccion
visual de personas autorizadas y validacién mediante la aplicacién mdvil. Las pruebas experimentales con diez
participantes demostraron una precisién promedio del 96% en la deteccién de personas, superando soluciones
comparables. La propuesta destaca por su bajo costo, modularidad y alta adaptabilidad a entornos dométicos. Esta
investigacién contribuye al desarrollo de soluciones de seguridad accesibles y robustas, basadas en inteligencia
artificial de borde y arquitecturas distribuidas.

Palabras clave: vision por computador, seguridad [oT, aplicacién mévil, deteccidn de personas, cerradura inteligente
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1. INTRODUCTION

Home security is a basic need that has taken on renewed urgency in today’s context of growing
urbanization, rising crime rates, and expanding technological availability. The increase in
burglaries and unauthorized access to residential spaces has driven the search for solutions that
allow users to exercise more effective and personalized control over their domestic environments.
In this regard, the Internet of Things (I0T) has enabled the development of new forms of protection
through connected systems capable of monitoring, detecting, and responding to suspicious events
in real time (Castafio-Gomez et al., 2022).

The development of low-cost microcontrollers, such as the ESP32 or Arduino-compatible
platforms, along with the use of open-source technologies, has facilitated the implementation of
home automation solutions focused on access control and the management of smartlocks (Amaya
Farifio et al, 2020). These technologies, when integrated with sensors, communication modules,
and mobile applications, enable users to remotely control door locking mechanisms, monitor
access logs, receive alerts, and configure authorization levels independently, without relying on
intermediaries (Tiwari et al,, 2018).

Numerous studies have proposed systems that integrate biometric authentication —such as facial
recognition, voice control, or fingerprint scanning—with varying levels of effectiveness. Uddin et
al. (2022) implemented a facial authentication system that achieved an accuracy of 92.86% using
the Haar Cascade and LBPH algorithms. Meanwhile, Karimi et al. (2020) proposed a dual-
authentication solution based on voice commands and facial recognition using the PCA algorithm,
demonstrating that the system’s performance was highly dependent on factors such as lighting
conditions and facial orientation.

However, significant challenges remain regarding integration, interoperability, and cybersecurity.
The diversity of communication protocols and the lack of universal standards hinder seamless
connectivity between devices from different manufacturers (Lee & Lee, 2021). Moreover, many loT
systems lack robust protection mechanisms against cyberattacks, which poses a risk to user data
privacy and integrity (Morales-Nava et al.,, 2023). The choice of communication protocol also has
a direct impact on system performance; for example, Quifiones et al. (2020) demonstrated that
MQTT performs better than HTTP in terms of latency and energy consumption in 4G mobile
networks.

In response to this scenario, the present article proposes the development of a smart electronic
lock based on the ESP32-S3 microcontroller with an integrated camera, combining multifactor
authentication with computer vision algorithms and lightweight communication protocols. The
system is designed to easily integrate with other IoT devices, be controlled via a mobile
application, and generate real-time security alerts. This proposal aims to contribute to the design
of accessible, secure, and sustainable solutions for strengthening residential security, following an
open, modular, and user-centered approach.

1.2 Related work

The implementation of IoT-based smart locks has evolved significantly in recent years through
diverse technological strategies. Most of these efforts can be grouped into three major approaches:
biometric and multifactor authentication systems, loT-integrated architecture with remote
control, and embedded security solutions for hardware protection.
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A substantial body of work has explored biometric authentication, frequently combining facial
recognition, fingerprint scanning, or voice commands to increase security and usability. Systems
developed using platforms like Raspberry Pi or Arduino have achieved accuracy levels between
90% and 92.86%), often relying on algorithms such as LBPH, PCA, or Haar Cascade (Ibrahim et al,,
2020; Karimi et al,, 2020; Krishna et al,, 2023; Padhan et al,, 2023; Praneeth et al,, 2024; Uddin et
al, 2022). More recent approaches have introduced multimodal authentication through Al-
powered models like HUMBIA and UMBIA, showing increased robustness and efficiency
(Vaishnavi et al, 2024, 2025).

Parallel to this, a wide array of proposals has addressed smartlock connectivity and functionality
within IoT ecosystems. These systems typically integrate password entry, RFID, mobile
applications, and GSM-based alert mechanisms using microcontrollers such as ESP32-CAM or Bolt
[oT (Hashim et al,, 2023; Morales-Nava et al, 2023; Nagasree Y et al,, 2021; PBV et al, 2024; R. S
etal, 2022; Tiwari et al, 2018). In some cases, accessibility and remote control were emphasized
by implementing mobile apps or Zero Ul concepts for gesture-based interaction (Chowdhury Joy
etal, 2023; Mahendra et al,, 2018).

The security of communication protocols has also been a critical research area. Several works
compared HTTP and MQTT performance, confirming that MQTT offers lower latency and energy
consumption (Quifiones et al, 2020). Others explored the integration of blockchain, SDN, and
biometric encryption schemes to address the interoperability and data privacy challenges faced in
heterogeneous IoT environments (Lee & Lee, 2021; Panarello et al,, 2018).

Additionally, recent investigations have turned attention to hardware-level security and embedded
system protection. Techniques such as logic locking, PUF-based circuit design with FeFETs, and

fault injection testing have been applied to prevent reverse engineering and tampering in smart
lock platforms (Alves de Abreu et al., 2025; Kar et al,, 2024; Kolla et al,, 2022; Lojda et al,, 2021).

Further contributions have examined novel directions such as explainable Al for password
strength assessment (Shreya etal,, 2024) and smartlocker systems designed for public or medical
use (Aggarwal & Sharma, 2022; Chandrappa et al,, 2025), underscoring the versatility and cross-
domain applicability of smart lock technologies.

Despite this growing body of literature, key challenges persist. Many systems remain limited by
high cost, restricted interoperability, or limited edge-processing capabilities. Furthermore, while
several works have explored biometric or multifactor authentication, few have proposed
lightweight, scalable solutions combining YOLOv5-based visual detection with multifactor logic
and real-time app control using a low-cost microcontroller such as the ESP32-S3.

The present study addresses this gap by integrating real-time object detection, distributed
processing, and mobile-based system management into a cohesive, accessible, and adaptable
architecture for residential intrusion prevention.

2. MATERIALS AND METHODS

The methodological design of this study was structured into three main stages: (1) development
of the smart lock hardware, (2) training and deployment of the YOLOv5 person detection model,
and (3) implementation of a mobile application for remote system interaction and notification
delivery.
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2.1 Smart Lock System Architecture

The smart lock system integrates multiple components (Figure 1) coordinated through a LilyGo-
Cam ESP32-S3 microcontroller, which handles communication and visual input. The system
includes a 4x4 matrix keypad for local password entry, a magnetic sensor to detect forced entries,
a PIR sensor for motion detection, and an Arduino Uno for managing keypad input signals. Lock
activation is controlled through a relay module powered by a 220V to 18V transformer.

TH2M3HA
18066 Zio
7H3NoNC
+NON#MD 0
) (UNO

000

Figure 1. Electronic lock circuit diagram

The overall interaction between the hardware modules is illustrated in the system block diagram
(Figure 2). Two authentication modes were implemented: keypad input and mobile app control. If
three consecutive incorrect codes are entered, an alertis automatically triggered. This dual-access
design improves security and user flexibility.
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Figure 2. Block diagram of the smart lock operation

The system’s operational flow is detailed in the activity diagram (Figure 3), which maps the steps
from password input or mobile request to alert generation and lock actuation. This diagram

includes motion and tampering detection, ensuring continuous monitoring and responsive
control.
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Figure 3. Activity diagram of the smart lock
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2.2 YOLOvV5 Model Training and Deployment

Person detection was implemented using YOLOv5s, a lightweight convolutional neural network
suited for embedded applications. The training process involved the following configuration:

2.2.1 Dataset

A custom dataset of 200 images, annotated with bounding boxes for person detection. The dataset
was split 80/20 for training and validation, respectively.
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2.2.2 Augmentation

Applied techniques included horizontal flip, brightness shifts, and Gaussian noise to increase
model robustness under varying residential conditions.

2.2.3 Hyperparameters

The model was trained over 100 epochs with a batch size of 16, initial learning rate of 0.001, and
SGD optimizer. Anchor boxes were recalculated using k-means clustering.

2.2.4 Thresholds

A detection confidence threshold of 0.80 was selected to reduce false positives.

2.2.5 Validation metrics

The model achieved a mAP@0.5 of 94.7% and an F1-score of 0.91 on the validation set.

2.2.6 Deployment

The trained model was converted to TorchScript and deployed via a Flask API hosted on an
externalserver. The ESP32-S3 sends image captures through HTTP requests, and server responses
are sent back with detection results.

A visual output of detection during testing is presented in Figure 4, showing accurate person
identification by the system.

Roal-Time Vidoo Processing

Figure 4. Performance Evaluation of the YOLOv5 Model

2.3 System Hardware Implementation and Configuration

The assembled components during testing are shown in Figure 5. The ESP32-S3 manages camera
operations and app communication, while the Arduino Uno processes keypad inputs. The
magnetic and PIR sensors enable real-time alerts for intrusion or tampering. All devices
communicate reliably under the power regulation of the transformer, ensuring safe and stable
operation.
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Figure 5. Configuration and recognition tests
2.4 Mobile Application and Interface Design

The Flutter-based mobile application provides user interaction with the system. It includes remote
lock/unlock control, status monitoring, and intruder alert reception via Firebase Cloud Messaging.
Firebase Authentication ensures secure user login, while captured images and logs are stored in
Firestore and Firebase Storage. A role-based user system distinguishes between administrators

and standard users.

The app's workflow, from login to alert reception, is summarized in the activity diagram (Figure
6), which ensures intuitive navigation and system awareness for the user.
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Figure 6. Activity diagram of the application process
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The final user interface flow is shown in Figure 7, demonstrating step-by-step transitions including
unlocking the door, receiving visual alerts, and accessing log data.
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Figure 7. Operational workflow of the smart lock system

2.5 Experimental Procedure

System performance was evaluated through real-world trials involving 10 participants. Each
subject approached the door and was recorded during 10 detection events under varied lighting
conditions. Each detection attempt was logged and compared with the ground-truth presence.
True positives, false positives, and accuracy rates were recorded and analyzed.

Additionally, scenarios involving incorrect password attempts and sensor-triggered intrusions
were simulated to validate system response time, app notifications, and lock behavior under
stress.

2.6 Design Justification

The choice of YOLOv5s balanced model performance with embedded system constraints, while
offloading inference to a server allowed for high-accuracy detection without compromising ESP32-
S3 performance. The use of multifactor authentication—via keypad, visual detection, and app
validation—enhances security, and Firebase infrastructure supports scalable data handling and
notification delivery.

3. RESULTS AND DISCUSSION

The results of this study highlight both the operational capabilities and methodological limitations
of the proposed smart lock system. The mobile application (Figure 8) proved to be an essential
component of the system, offering users a seamless interface to unlock the door remotely, receive
real-time alerts, and monitor activity through captured images. The app’s responsiveness was
consistent under standard Wi-Fi conditions, with low latency observed between detection events
and alert reception. Its architecture, based on Firebase services, allowed for role-based access
management and ensured that future integration of features such as mobile-based biometrics
could be implemented with minimal structural changes.
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The visual alert process is illustrated in Figure. When an unrecognized person is detected with a
confidence threshold of 80% or higher, the system automatically captures an image, which is sent
to the server for inference and then stored in Firebase Storage. A push notification is immediately
delivered to the user via Firebase Cloud Messaging. This streamlined process allows the user to
verify the alert in real time and determine whether the detected individual represents a potential
threat. The integration of computer vision, real-time alerting, and cloud-based image storage
enhances the system’s utility in domestic security scenarios.
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Figure 8. Intruder alert process

Despite its strengths, the evaluation of detection accuracy reveals certain limitations. The system
was trained on a dataset of only 200 labeled images, which restricts its ability to generalize under
complex and varied conditions such as different lighting, postures, or facial occlusions. Figure 9
presents the overall accuracy, which reached an average of 96% in controlled conditions. However,
the model may be susceptible to overfitting due to the limited diversity of the training data.

Figure 9. Intruder detector accuracy percentage

To assess detection performance, 10 participants performed 10 trials each. Table 1 shows that six
users achieved 100% detection accuracy, while the remaining four recorded one false positive,
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resulting in 90% accuracy. While the high success rate is encouraging, the lack of statistical
indicators such as standard deviation, confidence intervals, and confusion matrices limits the
analytical rigor of the results. Including such metrics in future assessments would enable a more
reliable evaluation of model performance across broader scenarios.

Table 1. Performance of the person detection system during individual tests

Subject ID lj\lgr:a:)ne;tzf True Positives False Positives AC?E;Z?;T; %)
Subject 01 10 10 0 100
Subject 02 10 10 0 100
Subject 03 10 9 1 90
Subject 04 10 9 1 90
Subject 05 10 10 0 100
Subject 06 10 9 1 90
Subject 07 10 10 0 100
Subject 08 10 9 1 90
Subject 09 10 10 0 100
Subject 10 10 10 0 100

To calculate the accuracy, we used the following formula:

Correct detections ) 0

Accuracy = (
Y Total attempts

The average system accuracy was calculated by summing the individual accuracies and dividing
by the number of participants.

100+100+90+90+100+90+100+90+100+100)

Average Accuracy = ( 10

960

Average Accuracy = (F)

Average Accuracy = 96%

When compared to existing smart lock systems, the proposed solution demonstrates favorable
performance. As shown in Table 2. Comparative accuracy of person detection algorithms used in
smart locks, Uddin et al. (2022) achieved 92% accuracy using Haar Cascade, and Derbali (2025)
reported 92.86% using a hybrid DeSGCBQNN model. The 96% achieved by our system using
YOLOv5s and OpenCV exceeds these benchmarks. This improvement may be attributed to the
adoption of a real-time object detection model with a strict confidence threshold, which helps
reduce false positives. However, it is important to note that many of the compared studies used
larger public datasets or incorporated multimodal biometric authentication, enhancing their
robustness. Our system, by contrast, relies solely on visual detection and a relatively small,
customized dataset. These factors must be considered when drawing conclusions from
comparative analysis.

Table 2. Comparative accuracy of person detection algorithms used in smart locks

Author Model Precision (%)
. Distributed Encoder Shannon Gaussian Correntropy
Derbali (2025) Bayesian Q-Neural Networks (DeSGCBQNN) 92.86
Uddin etal. (2022) Haar Cascade 92
Proposed model YOLOv5, OpenCV 96
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The final assembled prototype (Figure 10) integrates all system components, including the ESP32-
S3 microcontroller, camera, keypad, sensors, relay, and power module. During testing, the
prototype performed reliably in detecting intruders, triggering alerts, and enabling both manual
and remote unlocking. However, the prototype has yet to be validated under real-world
deployment conditions involving unstable internet connections, environmental interference, or
tampering attempts. Future work should include stress testing to evaluate the system’s resilience
and to ensure operational integrity in practical environments.

Figure 10. Prototype of the electronic lock

CONCLUSIONS

The development of a smart electronic lock based on IoT and computer vision, as presented in this
study, demonstrates the feasibility of integrating low-cost hardware with Al-based person
detection and mobile app functionality to improve residential security. The system effectively
combines a keypad, YOLOv5s-based visual detection, and mobile app verification as part of a
multifactor authentication mechanism. Experimental tests showed an average detection accuracy
of 96%, confirming the system's potential compared to similar solutions in the literature.

However, the study presents important methodological limitations. The person detection model
was trained on a relatively small dataset (200 images), which may not capture the full diversity of
real-world scenarios, including different lighting conditions, occlusions, or complex facial angles.
Moreover, although ten users participated in the validation phase, the absence of statistical
significance testing (e.g., standard deviation, confidence intervals) limits the generalizability of the
results. The system was also tested under controlled lab conditions, and its behavior in dynamic,
real-life environments remains unvalidated.

Future work should directly address these constraints. First, expanding the dataset with more
diverse and labeled images—ideally from public sources—will help improve generalization.
Second, incorporating statistical analyses during testing will provide a stronger basis for
performance evaluation. Third, testing the system in realistic residential settings with network
fluctuations, physical tampering, and environmental interference will allow for more accurate
assessment of robustness and usability. Lastly, the proposed architecture could be extended by
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integrating lightweight biometric modalities (e.g., voice or gait recognition), as well as exploring
edge-based inference to reduce dependency on cloud services.

By acknowledging these limitations and proposing focused future directions, this study provides
a technically sound foundation that can be iteratively enhanced. The proposed system represents
a promising step toward accessible, scalable, and adaptive smart security solutions for domestic
environments.
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